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AGENDA

• Introduction to MITRE ATT&CK®

• Keep Your Threat Models Up to Date

• Cybersecurity Testing & Response Maturity

• Threat-Informed GRC



© 2022  Wolf & Company, P.C.  |  Member Of ALLINIAL GLOBAL, An Association Of Legally Independent Firms 4

MITRE ATT&CK®

• Tracks threat actors through 

observable data

• Tactics, Techniques, and Procedures 

(TTPs)

• Post compromise focus
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MITRE ATT&CK® MATRICES

MATRIX ENTERPRISE MOBILE INDUSTRIAL CONTROL SYSTEMS (ISC)

Platforms:

Windows

macOS

Linux

PRE

Azure AD

Office 365

Google Workspace

SaaS

IaaS

Network

Containers

Android

iOS
ICS networks

Tactics: 14 14 12

Techniques: 379 92 78
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HOW MITRE ATT&CK® CAN BE USED

Outputs

• Threat model(s) of adversary tactics and 

techniques

• Mitigation and detection capabilities 

in place

• Testing plan to validate controls

• Remediation plans

• Board & Executive roadmap

Threat 
Intel

Build 
Adversary 

Threat 
Model

Identify 
Security 
Controls

Validate 
Security 
Controls

Identify 
Gaps

Build 
Remediation 

Plans
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USE ATT&CK FOR CYBER THREAT INTELLIGENCE



USE ATT&CK TO BUILD YOUR DEFENSIVE PLATFORM
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KEEP YOUR THREAT MODELS UP TO DATE
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OVERLAY 
ADVERSARY 
TECHNIQUES

TESTING COVERAGE 
TO CONFIRM 
CONTROLS

UPDATE CONTROL 
COVERAGE 

REMEDIATE, 
TRACK GAPS

• Leverage threat intel 

to develop threat 

models

• Additional 

adversaries

• New techniques 

observed by existing 

adversaries

• Overlay controls

• Vulnerability 

Scanning

• Penetration testing

• Leverage free tools 

such as Atomic Red 

Team, Invoke-

Atomic, & CALDERA

• Purple team / blue 

team exercises (tools 

such as Vectr and 

MITRE D3FEND)

• Update controls 

documentation 

(Vectr & D3FEND)

• Integrate 

documentation into 

processes

• Track and manage 

issues issues

• Report to oversight 

committee / board



CYBERSECURITY TESTING & RESPONSE MATURITY
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PENETRATION 
TESTING

VULNERABILITY 
MANAGEMENT

PURPLE 
TEAM 

RED TEAM

BLUE TEAM



BREAKING THE CHAIN
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Source: ​https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

TOUGH

CHALLENGING

ANNOYING

SIMPLE

EASY

TRIVIAL
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THREAT-INFORMED GRC – MAKE FRIENDS

“Talk in terms of the other person’s 

interests”

“Make the other person feel important –

and do it sincerely”
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THREAT-INFORMED GRC – MAKE A PLAN

• Start small and gain momentum

– CTID Micro-Emulation

• Well-known use cases will be your best 

friend  

– MITRE CTID

– Verizon DBIR

– Unit42 Playbook
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THREAT-INFORMED GRC – MAKE A PLAN

• Plan for the long-term success

• Iteration is key – get processes in place before looking 

to smash a home run

• PTES outlines procedural support for this program

– Start with a TTX to introduce terms and approach

https://github.com/scythe-io/purple-team-exercise-framework

https://github.com/scythe-io/purple-team-exercise-framework
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Threat-Informed GRC – Remediation
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Remediation – PW Spray



• Review available mitigations with efficiency in mind

• ATT&CK Navigator layers available for visual aids
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Remediation – PW Spray
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THREAT-INFORMED GRC – DOCUMENT

• The GRC world lives and dies by documentation

• Learn to speak and write GRC

• Bring Visualizations

– Leverage existing GRC use-cases

• CIS Critical Security Controls

• NIST SP 800-53
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Example Documentation
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Example Documentation
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IN SUMMARY

• Compliance needs as a foundation

• Build controls based on threats with the highest likelihood

• CIS CSC IG1 covers 62% of the Techniques

– Leverage the AuditScripts Master Mapping spreadsheet

• Focus on the Initial Access, Execution, Persistence, Privilege Escalation, and Defense 

Evasion.

• ATT&CK IS NOT ALL-ENCOMPASSING
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RESOURCES

• MITRE ATT&CK

– Mapping ATT&CK to NIST 800-53

– Mapping ATT&CK to CIS CSC

– Threat Modeling with ATT&CK

• ATT&CK Navigator

• Navigator Layer: Top Ransomware TTPs

• Unit 42 Playbook Viewer

• Vector.io

• Atomic Red Team

– Atomic Red Team Download

– Invoke-Atomicredteam

• Prelude

• AuditScripts Master Mapping

• MITRE CITD

• Atomic Purple Team

• MITRE D3FEND™

https://attack.mitre.org/
https://ctid.mitre-engenuity.org/our-work/nist-800-53-control-mappings/
https://www.cisecurity.org/insights/white-papers/cis-community-defense-model
https://klrgrz.medium.com/att-cking-threat-management-d004f70cd24b
https://mitre-attack.github.io/attack-navigator/
https://raw.githubusercontent.com/scythe-io/community-threats/master/Ransomware_Top_TTPs/Ransomware_Top_TTPs_navigator.json
https://pan-unit42.github.io/playbook_viewer/
https://vectr.io/
https://atomicredteam.io/
https://github.com/redcanaryco/atomic-red-team
https://github.com/redcanaryco/invoke-atomicredteam
https://www.prelude.org/
https://www.auditscripts.com/download/2742/
https://mitre-engenuity.org/cybersecurity/ctid/
https://github.com/DefensiveOrigins/AtomicPurpleTeam
https://d3fend.mitre.org/


Senior Manager – DenSecure 

Wolf & Company, P.C.

(617) 261-8139

SDGoodwin@wolfandco.com

@0xSeanG on Twitter/LinkedIn

SEAN D. 

GOODWIN,GSE
CCSP, CISA, CISSP, GCCC, 

GCIA, GCIH, GCUX, GCPM, 

GCWN, GDAT, GSEC, PCIP, QSA

THANK YOU

© 2022  Wolf & Company, P.C.  |  Member Of ALLINIAL GLOBAL, An Association Of Legally Independent Firms 23

mailto:SDGoodwin@wolfandco.com


1911 WOLF & CO. 
ESTABLISHED

300+ PROFESSIONALS 

SERVICES OFFERED IN:

Audit

Tax

Risk Management

3 OFFICES IN:

Boston, MA

Springfield, MA

Livingston, NJ
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ABOUT WOLF & COMPANY, P.C.



111

Established in 1911

Built on quality and integrity

Succession strategy to remain 

independent allows us to be with 

you throughout your business 

l ifecycle

YEARS IN 
BUSINESS

#2 BEST LARGE FIRM 
TO WORK FOR

300+ 

Lower-than-industry-average 

staff turnover means a consistent 

team structure year after year

Niche team dedicated to your 

industry

EXPERIENCED, 
HIGHLY TRAINED 
PROFESSIONALS

Cultures & 

Values

Inclusion & 

Diversity

Our History

Social 

Responsibil ity

Thought 

Leadership

Wolf Global

RESOURCES TO 
LEARN MORE
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ABOUT WOLF & COMPANY, P.C.

https://www.wolfandco.com/about/
https://www.wolfandco.com/about/inclusion-diversity/
https://www.wolfandco.com/about/history/
https://www.wolfandco.com/about/social-responsibility/
https://www.wolfandco.com/resources/?type=insights
https://www.wolfandco.com/about/wolf-global/


• Business 

Continuity Planning

• Cybersecurity

• Enterprise Risk 

Management

• Environment,  Social

& Governance

• Internal Audit

• IT Audit

• Model Risk 

Management

• Outsourced 

Accounting Solutions

• Penetration 

Testing

• Regulatory 

Compliance

• Strategic 

Planning

SERVICES WE OFFER

We combine industry expertise with service specialization to provide your organization with insight, opportunities, and solut ions

allowing you to address your unique business needs.

WOLFPAC

• Integrated risk 

management 

SaaS suite

ADVISORY ASSURANCE

• Employee Benefit 

Plan Audits

• Financial 

Statements Audits

• HITRUST

• PCI DSS

• SOC Reporting

TAX

• Business Tax

• Federal

• International

• State & Local

• Private Client 

Group

vSUITE

• Virtual  Consult ing 

Services

− Bus ine ss  Cont inuit y  

P lanning (BCP)

− V irtual  Chie f  

Informat io n Se curi t y  

Off ice r  ( v C ISO )

− V irt ual  Chie f  Pr iv acy  

Off ice r  ( v CPO )

− V irt ual  Chie f  Risk  

Off ice r  ( v CRO )

− V irt ual  V e ndor 

Manage me nt
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ABOUT WOLF & COMPANY, P.C.

https://www.wolfandco.com/services/advisory/business-continuity-planning/
https://www.wolfandco.com/services/advisory/cybersecurity/
https://www.wolfandco.com/services/advisory/enterprise-risk-management/
https://www.wolfandco.com/services/advisory/regulatory-compliance/
https://www.wolfandco.com/services/advisory/outsourced-accounting-solutions/
https://www.wolfandco.com/services/advisory/penetration-testing/
https://www.wolfandco.com/services/advisory/strategic-planning/
https://www.wolfandco.com/services/assurance/employee-benefit-plan-audits/
https://www.wolfandco.com/services/assurance/financial-statements-audits/
https://www.wolfandco.com/services/assurance/hitrust/
https://www.wolfandco.com/services/assurance/pci-dss/
https://www.wolfandco.com/services/assurance/soc-reporting/
https://www.wolfandco.com/services/tax/business-tax/
https://www.wolfandco.com/services/tax/business-tax/federal/
https://www.wolfandco.com/services/tax/business-tax/international/
https://www.wolfandco.com/services/tax/business-tax/state-local/
https://www.wolfandco.com/services/tax/private-client-group/
https://www.wolfpacsolutions.com/
https://www.wolfandco.com/services/advisory/
https://www.wolfandco.com/services/assurance/
https://www.wolfandco.com/services/advisory/virtual-ciso/
https://www.wolfandco.com/services/tax/
https://www.wolfandco.com/services/advisory/internal-audit/
https://www.wolfandco.com/services/advisory/it-audit/
https://www.wolfandco.com/services/advisory/model-risk-management/
https://www.wolfandco.com/services/advisory/environmental-social-and-governance/


Wolf & Company’s IT Assurance & Advisory team of 

cybersecurity experts, DenSecure™, brings together 

extensive technical knowledge and industry experience with 

internationally-recognized frameworks to develop strong 

cybersecurity programs.
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Advanced Security 

Assessment

Application Penetration 

Testing

Network Penetration 

Testing

Social Engineering

Threat Emulation 

DenSecure’s core services include:

ABOUT DENSECURE
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